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CSIRC Structure The following events are defined as computer security incidents and should be reported to
TCSIRC: Computer Security Incidents Incident Type Incident Description Performed by crackers hackers
attempting to gain privileges and or information, capture passwords, Malicious Logic Attacks and modify audit
logs to hide unauthorized activity. Attempts include viruses, Trojan horses, worms, and scripts. Includes probing
or scanning networks for critical Probes and Reconnaissance Scans services or security weaknesses.
Unauthorized Access and All successful unauthorized accesses and suspicious Unsuccessful Attempts
unsuccessful attempts. Affect the availability of critical resources, such as Denial-of-Service Attacks e-mail
servers, web servers, routers, gateways, and communication infrastructure. Alterations Compromises of Involve
the unauthorized altering of information or Information the compromise of information. Significantly impact
the mission of the site or Adverse Site Mission Impacts operations. Involve either a system used to process
national security information, or classified information on any Classified System Incidents system not certified
for that level of classified information. Includes the compromise of user accounts and passwords allowing
unauthorized persons access to Treasury computing resources, agents names, or Loss or Theft of Equipment
With case information that could compromise an Classified Information investigation or risk the loss of human
life. Emphasis is on the data that was lost or stolen, not on the hardware itself. Misuse of a computing or
telecommunications Misuse of Resources system or network by an authorized user. Domain Name System
Attacks Affect the availability of services or networks. C. . . This item ships from La Vergne,TN. Paperback.
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